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Execu&ve Summary 

 

On April 12, 2024, Palo Alto Networks disclosed a criGcal command injecGon vulnerability idenGfied as 

CVE-2024-3400, impacGng certain configuraGons of its PAN-OS soSware. This vulnerability allows 

unauthenGcated aVackers to execute arbitrary commands with root privileges. It affects only devices 

running PAN-OS 10.2, 11.0, and 11.1 with both GlobalProtect gateway and device telemetry features 

enabled. Security patches were released on April 14th, and Palo Alto has provided temporary miGgaGons 

through “Threat PrevenGon Signatures”.  

For details on how to implement the workarounds, please review the “MiGgaGons / Workarounds” 

secGon of this advisory.  

 

Update (2024-04-17 14:00 UTC) – Palo Alto Networks has discovered that the previously recommended 

miGgaGon of disabling device telemetry is ineffec&ve in prevenGng successful exploitaGon of this 

vulnerability. Maintaining an acGve “Threat PrevenGon” subscripGon and enabling signatures for Threat 

IDs 95187, 95189 and 95191 on the GlobalProtect interface, however, conGnues to offer some 

protecGon.  

 

Lodestone Labs has observed an increase in mass scanning acGviGes targeGng potenGally vulnerable Palo 

Alto devices and widespread aVempts to exploit this vulnerability. Given the role of Palo Alto’s 

GlobalProtect as an internet-facing remote access VPN soluGon, and given the vulnerability's ease of 

exploitaGon, Lodestone Labs strongly recommends that organizaGons apply Palo Alto's latest patches 

immediately rather than rely on miGgaGons. 

 

Update (2024-04-16 07:30 UTC) – A public proof-of-concept (PoC) exploit has been disclosed by security 

researchers on twiVer. The vulnerability in Palo Alto GlobalProtect devices is trivial to exploit. Lodestone 

Labs expects to see mass scanning and exploit aVempts across internet exposed devices in the coming 

few hours. Palo Alto Networks has now released patches for this vulnerability for the following PAN-OS 

releases:  

o 10.2.9-h1 

o 11.0.4-h1 

o 11.1.2-h3 

Palo Alto has also published expected release dates for their maintenance releases on their website.  

Given the ease of exploitability for this vulnerability and the release of a public PoC, Lodestone strongly 

recommends that organizaGons take immediate ac&on to patch these vulnerabiliGes or to apply the 

workarounds / miGgaGons described below. 

 

Update (2024-04-13 01:30 UTC) – CVE-2024-3400 is under acGve exploitaGon by a highly competent, 

well-sourced naGon-state threat actor using a weaponized exploit. Security firm Volexity, who made the 

https://security.paloaltonetworks.com/CVE-2024-3400
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iniGal discovery of this vulnerability, reported seeing aVack aVempts as early as 2024-03-26. A publicly 

available version of this exploit is not known to exist at the Gme of this update. However, we expect 

cybercriminal threat actors to develop and deploy exploits in the coming days and weeks. 

 

Affected Systems / Products 

 

The vulnerability affects the following PAN-OS versions if the GlobalProtect (VPN) feature AND device 

telemetry collecGon are enabled: 

• PAN-OS 10.2 versions earlier than 10.2.9-h1 

• PAN-OS 11.0 versions earlier than 11.0.4-h1 

• PAN-OS 11.1 versions earlier than 11.1.2-h3 

 

Mi&ga&ons / Workarounds 

 

Palo Alto Networks has provided two workarounds for organizaGons leveraging GlobalProtect with 

device telemetry collecGon enabled. 

 

Organiza(ons with an ac(ve “Threat Preven(on” subscrip(on 

 

Update (2024-04-17 14:00 UTC) – Palo Alto has added Threat IDs 95189 and 95191 to detect aVacks 

against this vulnerability. 

OrganizaGons with an acGve “Threat PrevenGon” subscripGon should enable the signatures for Threat 

IDs 95187, 95189, and 95191. AddiGonally, organizaGons must ensure that vulnerability protecGon is 

enabled on the GlobalProtect interface in order for this miGgaGon to be effecGve.  

 

Organiza(ons without an ac(ve Threat Preven(on subscrip(on 

 

Update (2024-04-17 14:00 UTC) – Palo Alto has warned that this miGgaGon for organizaGons without an 

acGve Threat PrevenGon subscripGon is no longer effec&ve and should not be applied. OrganizaGons 

should instead apply available patches immediately.  

OrganizaGons without an acGve Threat PrevenGon subscripGon or those who are unable to apply the 

signature described above should disable device telemetry collecGon (which is enabled by default) by 

following the instrucGons below: 

 

https://live.paloaltonetworks.com/t5/globalprotect-articles/applying-vulnerability-protection-to-globalprotect-interfaces/ta-p/340184
https://live.paloaltonetworks.com/t5/globalprotect-articles/applying-vulnerability-protection-to-globalprotect-interfaces/ta-p/340184
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1. Log in to the Palo Alto administraGve web interface as an administrator. 

2. Navigate to the "Device" tab. 

3. Click on "Telemetry" sejngs. 

4. Find the "Device Telemetry" secGon. 

5. Uncheck the box or select the “disable” opGon for "Enable Device Telemetry." 

6. Save your changes to apply the new sejngs. 

 

Patches 

 

Holix releases for affected PAN-OS versions were released April 14, 2024. Lodestone Labs recommends 

that organizaGons apply applicable patches as soon as possible as this vulnerability is under acGve 

widespread exploitaGon.  

 

How Lodestone is Responding 

 

Lodestone is monitoring client perimeter devices discovered by Karma for partners to assist 

organizaGons in remediaGng any issues found. 

 

Sources 

 

• hVps://security.paloaltonetworks.com/CVE-2024-3400 

• hVps://unit42.paloaltonetworks.com/cve-2024-3400/ 

• hVps://www.volexity.com/blog/2024/04/12/zero-day-exploitaGon-of-unauthenGcated-remote-

code-execuGon-vulnerability-in-globalprotect-cve-2024-3400/ 

• hVps://twiVer.com/HackingLZ/status/1780239802496864474 
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