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Why Lodestone

Lodestone is a global cybersecurity firm committed
to helping clients prevent, investigate, and prepare for
security incidents. It was built from the ground up to
offer an innovative, behavior-based approach to
proactive cybersecurity and digital forensics and
incident response (DFIR). We are comprised of top
investigative talent and offensive security experts
from several of the world's largest cybersecurity
firms, as well as military veterans and former members of
national security organizations, including the Federal
Bureau of Investigation (FBI) and the National Security
Agency (NSA). We combine this expertise with our unique
understanding of legal requirements through our
relationship with our parent company, Beazley, which has
been at the forefront of cyber insurance for over a decade.
Through this relationship, Lodestone has developed a
unique understanding of the intersection between

insurance and cybersecurity while preventing, preparing for,
and responding to some of the toughest security challenges
that industries face today.

# Lodestone

Since its foundation in 2017, Lodestone has offered its
customers insight into both cybersecurity and the
cyber insurance industry. We help companies align
and stay compliant with cyber insurance coverage
requirements. In addition, we offer discounts to
channel partners to form long-term relationships.

Lodestone’'s experts live and breathe cybersecurity
and are committed to helping customers face some of
the biggest challenges of their careers. We do not sell
vendor security products - our offerings are purely
service-focused, and any third-party tools we
recommend are the product of genuine, vendor-
agnostic, and tested endorsement, not business deals.

Lodestone’s approach to Incident Response is to have
the top cybersecurity experts in the world, as the lead,
and as the touchpoint, when responding to
cybersecurity incidents. This is done with the backing
of comprehensive, real-time threat intelligence to
provide clients with protection across the life cycle of
a potential security event or incident.

We understand the individual challenges of every
situation and consider the human side of the
equation, never taking a “one size fits all” approach.
We blend design, threat intelligence, and technology
with human insights to provide clients with the
greatest cybersecurity advantage.

Our deep understanding of threat actor tactics,
techniques, and procedures (TTPs) is based on
decades of experience in DFIR and the diligent
gathering of threat intelligence from all possible
sources.

Time is of the essence before, during, and after an
intrusion. We stand ready to move in quickly and
effectively at the first sign of an intrusion.



Keeping the world's critical
infrastructure safe

We know what keeps senior leaders awake at night and what threat actors are looking for when they attempt to breach
the defenses of hospitals, universities, retailers, manufacturers, and government offices, among others.

Actors don't target specific industries but rather specific vulnerabilities. Virtually every industry faces some level of risk.
Add to that the nuanced requirements of organizations in securing their operations and information while meeting
regulatory compliance — the challenge of protecting valuable assets and reputations can be daunting.

Our technical skills and deep understanding of sector-specific requirements combined with our industry-leading threat
intelligence enable us to partner with clients to minimize losses, mitigate risk, control costs, and keep reputations intact.

Securing patient privacy, clinical
research, and healthcare infrastructure.

Protecting the institution and its students
in an increasingly threatening environment.

Maintaining high-quality customer
service while securing valuable data.

Managing and orchestrating a growing
security portfolio as attacks proliferate.

Protecting and enhancing value with
dynamic cyber risk management.

Protecting critical infrastructure
from cyberattack.
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'S"/e/rvices to Protect and Defend.

Lodestone is comprised of top talent from private industry, government, intelligence, and law enforcement
specializing in incident response, digital forensics, offensive security, risk management, and threat detection. In

addition to world-class MDR and Digital Forensics and Incident Response capabilities, Lodestone provides a range

of services aimed at helping clients prepare for, prevent, and respond to security incidents.

Our focus is on the reduction of risk, and being prepared should the worst occur.

. CIS-18 Gap Analysis « Assumed Breach Analysis
« Incident Response Plan Development . Digital Forensics Investigation
« Security Policy Review and Development « Incident Response Investigation

. Security Awareness Training
. Tabletop Exercises
. Virtual CISO

. Post-Incident Rehabilitation

« Active Directory Hardening Assessment

« Email Hardening Assessment

« Penetration Testing

« Phishing Campaign Assessment

. Red Team Assessment . Attack Surface Monitoring

« Vulnerability Assessment . Managed Detection and Response
« Web Application Penetration Testing
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Mission Vision
— —
To safeguard our clients against cyber threats by Advance cyber resilience through innovation,

developing and implementing solutions that expertise, and vigilance.
address their risks.

Values

« Belonging - We value every background.

« Accountability - We are accountable to our clients and each other.

« Service - The most important aspect of our business is service to our clients and team.
 Integrity - We are dependable, honest, and always act with respect.

« Curiosity — We seek to understand and explore innovative ideas that solve problems.

Contact us:

lodestone.com
320 East Main Street, Lewisville, TX 75057, USA Tel: +1-203-307-4984
info@lodestone.com
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