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Lodestone’s Active Directory Hardening Assessment addresses one of the most complex,
yet least understood components of the vast majority of enterprise environments. Threat
actors know the potential for exploitation in a misconfigured or otherwise vulnerable
Active Directory, and often utilize this critical infrastructure as a common path of attack
when targeting organizations.

Our engineers stand ready to dive into your AD setup and give you an understanding of
this key component within your environment that many organizations lack. We will equip
you with knowledge and recommendations to better secure your valuable data and
strengthen your security posture.

Identification of potential attack paths within your environment to enable you to create an environment
that limits your attack surface and helps stop threat actors in their tracks.
Identification and classification of system and application-level vulnerabilities that could pose internal
threats to your organization.
Findings and recommendations for addressing misconfigurations and vulnerabilities in your Active
Directory based on level of importance to give your personnel a custom roadmap to a stronger security
posture.

     BENEFITS

Lodestone’s Active Directory Hardening Assessment gives you a comprehensive view of your Active Directory setup. This
overview includes the identification of any misconfigurations or attack paths that threat actors could exploit within your
environment, optimization of group policy controls, a listing of privileged accounts, and other valuable information.
Lodestone will assess your environment and help you prioritize changes to your Active Directory that can significantly
increase security and lower risk.



Testing Scope – Lodestone will work with you to understand your environment and determine the best course of
action for assessing AD-related components.
Information Gathering – Our engineers will utilize security resources and automated testing tools to gather user
information, privilege levels, groups, and policies to combine with data collected over the course of the assessment.
Analysis – The above-gathered information will be reviewed to determine risks within your environment due to
misconfigurations, overreaching policies, and unaddressed vulnerabilities.
Reporting – All findings will be compiled into a report that includes issues and misconfigurations, potential paths to
exploitation in Active Directory, and recommendations for remediation.
Report Review – We will provide our clients at least two weeks to review the reports and formulate any questions or
requests for clarification. At the end of every engagement, a report review call will be scheduled to ensure that all of
your concerns are addressed.

METHODOLOGY
As part of Lodestone’s Active Directory  Hardening Assessment, Lodestone engineers will get to know the nuances of your
organization’s Active Directory setup to pull back the curtain on a key piece of your infrastructure.

Active Directory Hardening Assessment is comprised of these primary phases:

Weekly Status Reporting – Lodestone will provide a weekly or bi-weekly status report to the project sponsor once the
kickoff call is complete. Lodestone can accommodate your preferred communications, including via phone call or
email.
Executive Summary Report – Lodestone will provide a high-level report on the engagement, findings, and any
recommendations, if applicable.
Final Report – After the engagement completion, Lodestone will provide a final report detailing the engagement,
findings, and recommendations for mitigating the findings.

DURATION AND DELIVERABLES
Active Directory Hardening Assessments vary in duration based on the size of your environment, the number of systems,
and the number of findings, but typically take two to three weeks. 

This service can be delivered on-premises or remotely, and Lodestone will provide the following deliverables to you as
part of the engagement:

List of internal IP address ranges
Credentials for accounts used in testing
Screenshots and information used for report deliverables

ENGAGEMENT ARTIFACTS 
The following artifacts will be obtained by our offensive security team as part of the assessment:
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Lodestone is a global cybersecurity firm committed to helping clients prevent and investigate security
incidents. It is comprised of top talent from private industry, government, intelligence, and law
enforcement specializing in incident response, digital forensics, offensive security, risk management,
and threat detection. 
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